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Chapter 1

Introduction to Computer Networks

	At a Glance
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Overview

Chapter 1 offers an introduction to basic computer components and operation. Students learn about the fundamental reasons for networking, as well as how to identify essential network components. They also learn to compare different types of networks. Students learn about servers, their role, and the types of servers that are available. Finally, at the end of the chapter, students are able to describe specialized networks that have recently gained popularity in the world of networking.

Objectives

· Describe basic computer components and operation

· Explain the fundamentals of network communication

· Define common networking terms

· Compare different network models

· Identify the functions of various network server types

· Describe specialized networks

Teaching Tips

An Overview of Computer Concepts

1. Provide a brief introduction to networking and why it is so important to have a basic understanding of computer concepts and terminology.

Basic Functions of a Computer

1. Introduce students to the three basic tasks that all computers perform.

a. Input

b. Output

c. Processing

2. Give students an idea of where each of the three basic tasks is utilized. For example, a keyboard would be used for input, a screen would be used for output.

	Teaching 

Tip
	Students can view a basic breakdown of a computer’s parts and functions at http://www.howstuffworks.com/pc.htm.

 


Storage Components

1. Explain the differences between short-term storage and long-term storage.

Personal Computer Hardware

1. Introduce students to the four major PC components.
Computer Boot Procedure

1. Describe the six steps in the typical computer boot procedure.

How the Operating System and Hardware Work Together

1. Explain the critical services provided by a computer’s OS.

The Fundamentals of Network Communication

1. Describe the most basic network as two or more computers connected by some kind of transmission media.

Network Components

1. Discuss the three components needed in order to “network” a stand-alone computer.

	Teaching 

Tip
	Read an in-depth look at different network media types at http://www.ciscopress.com/articles/article.asp?p=31276.



Steps of Network Communication

1. Basic steps of a user accessing a network resource

Layers of the Network Communication Process

1. Explain how the steps of network communication are referred to as layers, and the two models used to describe this process: OSI and TCP/IP. 

	Teaching 

Tip
	Have students review Simulation 1: Layers of the Communication Process on the book’s CD.



	Teaching 

Tip
	Microsoft has an article on the OSI model that helps explain the workings of a layered network: http://support.microsoft.com/kb/103884.



How Two Computers Communicate on a LAN: Some Details

1. Introduce students to idea of a computer’s logical and physical address.

2. Use a street address and ZIP code to help explain the difference between a computer’s two addresses.

	Teaching 

Tip
	Have students review Simulation 2: Communication Between Two Computers on the book’s CD.



Quick Quiz 1

1. Name the three basic tasks all computers perform:

Answer: Input, Processing, Output.

2. True or False: Random access memory (RAM) is considered long-term storage.

Answer: False – RAM is considered short-term storage because when power to the computer is turned off, RAM’s contents are gone.

3. A computer’s _______________________ provides a number of critical services, including a user interface, memory management, a file system, multitasking, and the interface to hardware devices. 

Answer: operating system (OS)

4. What is the name given to software that provides the interface between the OS and computer hardware?

Answer: device driver

5. What is the physical address assigned to NICs called?
a. Media Address Control

b. Physical Address Control

c. Media Access Control

d. Media Control Access

Answer: Media Access Control

Network Terms Explained

1. Explain the importance of learning the “language” of computer networking.

LANs, Internetworks, WANs, and MANs

1. Use Figure 1-13 to show the components of a basic network consisting of computers interconnected by a hub.

	Teaching 

Tip
	For a list of networks and their scopes, see http://en.wikipedia.org/wiki/Computer_network#Types_of_networks_based_on_physical_scope. 

 


Packets and Frames

1. Briefly discuss how data is segmented into packets and then encapsulated into frames for transmission

a. IP addressing information exists in packets

b. MAC addressing added in frames

Clients and Servers

1. Explain the different uses of the term client in relation to software / software suites / OS

2. “Server” can also be ambiguous, cover different definitions in relation to service-based software, server operating systems, and server computers. 

Network Models

1. Discuss the two major types of network models: peer-to-peer and server-based.

Peer-to-Peer/Workgroup Model

1. Peer-to-peer networking model as it relates to client PCs

a. Cover the benefits (cost) of a peer-to-peer network model versus the disadvantages (scalability).

b. Members are all simultaneously servers and clients for whichever resources they may host.
Server/Domain-Based Model

1. Explain what it means to be a part of a domain-based network architecture and how it affects user accounts and resource access

a. Advantages in relation to peer-to-peer (centralization, scalability).
b. Services that are related and most likely part of a domain architecture should also be mentioned, such as naming services, or e-mail services.

	Teaching 

Tip
	Microsoft Active Directory hasn't always been the only directory services product. Take a look at Novell's older solution, eDirectory: http://www.novell.com/products/edirectory/fsd/comparison.html. 

 


Quick Quiz 2

1. An _________________ is a networked collection of LANs tied together by devices such as routers. 

Answer: internetwork

2. What is the more well-known term for chunks of data sent across the network?

Answer: Packet ( Frame is another term that is often used)

3. What is the difference between a client and a server, in networking terms?

Answer: A client can be a workstation that requests network resources from a server. A server provides a network service to client computers. 

4. Networks fall into two major types: peer-to-peer and client/server (also called ____________________).

Answer: server-based
5. On a Windows-based peer-to-peer network, all computers are members of a:

a. Domain

b. Workgroup

c. Server network

d. WAN

   Answer: Workgroup

	Teaching 

Tip
	You can find a comparison of various operating systems at http://en.wikipedia.org/wiki/Comparison_of_operating_system.



Network Servers

1. Discuss common services found on network servers in various sized networks. 

Domain Controller/Directory Servers

1. Explain the use of directory services to centralize account management and unified resource access.

	Teaching 

Tip
	Give students the chance to take an in-depth look at Windows Server 2008 Active Directory Domain Services at http://technet.microsoft.com/en-us/library/cc770946%28WS.10%29.aspx.
 


File and Print Servers

1. File and print servers provide a single point of access for storage and printers, as well as additional features such as fault tolerance and load balancing.

Application Servers

1. Explain that an application server takes most of the responsibility for processing and data storage, while a client (such as a Web browser) does considerably less work.

a. Common examples of application servers are web-based platforms.
Communication Servers

1. Emphasize the use of communication servers and their ability to service remote users with network resources that would not be available otherwise.

E-Mail/Fax Servers

1. E-mail servers handle and deliver e-mail using a variety of different protocols, while fax servers consolidate incoming and outgoing faxes.

a. SMTP is used to send e-mail

b. POP3 is used to deliver e-mail

Web Servers

1. Web servers host Web pages for access by Web browsers such as Internet Explorer or Firefox.

a. Web servers often provide additional services such as FTP for remote file access.
Additional Network Services

1. Discuss the importance of DNS and DHCP to the functionality of domain services as well as their importance outside of domain environments. 

Server Hardware Requirements

1. Emphasize that hardware requirements between client operating systems and server operating systems differ due to the tasks they’re expected to complete.

a. Servers require increasingly more resources depending on load and services provided.
b. Client operating system hardware requirements have increased, while server operating systems have remained relatively the same.
Specialized Networks

1. Discuss various non-computer-centric networks.
Storage Area Networks

1. A SAN provides access to large amounts of networked storage.

a. SANs typically use Fibre Channel or iSCSI.
Wireless Personal Area Networks

1. WPANs help to connect mobile devices to other devices but typically have short range.
a. IEEE 802.15 is the standard for WPANs. 

Quick Quiz 3

1. What is the role of an application server?

Answer: Application servers supply the server side of client/server applications, and often the data that goes along with them, to network clients.

2. What is the role of a communication server?

Answer: Communication servers provide a mechanism for users to access a network’s resources remotely.

3. What is the name of the network service that provides name resolution services that allow users to access both local and Internet servers by name rather than address?

Answer: DNS – Domain Name System

4. A ____________________ is a short-range networking technology designed to connect personal devices to exchange information.

Answer: wireless personal area network (WPAN)

Class Discussion Topics

1. Have any of the students installed/configured a LAN before? If so, ask them to briefly discuss their experiences.

2. Do students have previous experience configuring servers? If so, ask them to briefly discuss their experiences.

Additional Projects

1. Students can research a list of operating systems (client or server) and detail their hardware requirements. Have them look at Microsoft and non-Microsoft solutions, and compare benefits of either solution in relation to hardware requirements.

2. Give students the chance to look at network comparisons of small, home peer-to-peer networks versus a larger domain-based server network. Ask them to identify what services they have in common (DHCP, DNS)

Additional Resources

1. Computer Networking:

http://en.wikipedia.org/wiki/Computer_network 

2. Linux Networking-Concepts HOWTO:

www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html 

3. Networking Glossary:

www.nextecsystems.com/networking-glossary.html 

4. Client-server:

http://en.wikipedia.org/wiki/Client-server 

5. How Home Networking Works:

http://computer.howstuffworks.com/home-network.htm 

Key Terms

· application server A computer that supplies the server side of client/server applications, and often the data that goes along with them, to network clients.

· bus A collection of wires that carry data from one place to another on a computer’s motherboard.

· client Can be used to describe: an operating system designed mainly to access network resources; a computer’s primary role in a network which is that of running user applications and accessing network resources; software that requests network resources from servers.

· communication server A computer that provides a mechanism for users to access a network’s resources remotely.

· core a core is an instance of a processor inside a single CPU chip. See multicore CPU.

· credentials The username and password or other form of identity used to access a computer.

· device driver Software that provides the interface between the OS and computer hardware.

· directory service The software that manages centralized access and security in a server-based network.

· domain controller A computer running a Windows server OS on which the directory service role called Active Directory is installed. A domain controller maintains a database of user and computer accounts as well as network access policies in a Windows domain. See directory service.

· domain A collection of users and computers in a server-based network whose accounts are managed by Windows servers called domain controllers. See domain controller.

· encapsulation The process of adding header and trailer information to chunks of data.

· file and print server A computer that provide secure centralized file storage and sharing and access to networked printers.

· frame A packet with the source and destination MAC addresses added to it. In addition, an error-checking code is added to the back end of the packet. Frames are generated by and processed by the network interface. See also packet.

· header Information added to the front end of a chunk of data so that the data can be properly interpreted and processed by network protocols.

· internetwork A networked collection of LANs tied together by devices such as routers. See also local area network (LAN).

· local area network (LAN) A small network limited to a single collection of machines and connected by one or more interconnecting devices in a small geographic area.

· mail servers A computer that handles sending and receiving e-mail messages for network users.

· metropolitan area network (MAN) An internetwork that is confined to a geographic region such as a city or county. Uses third-party communication providers to provide connectivity among locations. See also internetwork.

· multicore CPU A CPU that contains two or more processing cores. See core.

· multitasking An operating system’s capability to run more than one application or process at the same time.

· name server A computer that stores the names and addresses of computers on a network allowing other computers to use computer names rather than addresses to communicate with one another.

· network client software The application or operating system service that can request information stored on another computer.

· Network Information Service (NIS) A Linux-supported directory service that supports centralized logon.

· network model Defines how and where resources are shared and how access to these resources is regulated.

· network protocols The software on a computer that defines the rules and formats a computer must use when sending information across the network.

· network server software The software that allows a computer to share its resources by fielding requests generated by network clients.

· packet A chunk of data with source and destination IP addresses (as well as other IP protocol information) added to it. Packets are generated by and processed by the network protocol.

· peer-to-peer network The network model in which all computers can function as clients or servers as necessary and in which there is no centralized control over network resources.

· server Can be used to describe: an operating system designed mainly to share network resources; when a computer’s primary role is to give client computers access to network resources; the software that responds to requests for network resources from client computers.

· server-based network The network model in which server computers take on specialized roles to provide client computers with network services and to provide centralized control over network resources.

· stand-alone computer A computer that does not have the necessary hardware or software to communicate on a network.

· storage area network (SAN) A specialized network that uses high-speed networking technologies to provide servers with fast access to large amounts of disk storage.

· trailer Information added to the back end of a chunk of data so that the data can be properly interpreted and processed by network protocols.

· Web server A computer running software that allows users to access HTML and other document types using a Web browser.

· wide area networks (WANs) An internetwork that is geographically dispersed and uses third-party communication providers to provide connectivity among locations. See also internetwork.

· wireless personal area network (WPAN) A short-range networking technology designed to connect personal devices to exchange information.

Technical Notes for Hands-On Projects

All projects in this book that use the Sharing and Security option for folders assume that the Use simple file sharing option has been disabled.

Hands-On Project 1-1: This project requires the NET HELP and NET VIEW utilities.

Hands-On Project 1-2: This project requires Windows Explorer and the NET VIEW utility.

Hands-On Project 1-3: This project requires Internet access and a Web browser.

Hands-On Project 1-4: This project requires Internet access and a Web browser.

Hands-On Project 1-5: This project assumes students are using Windows XP Professional as the operating system, but the tasks can be accomplished in other operating systems. Students also use a word processor or a simple text editor.

Using Virtualization for Hands-On Projects 

The following Hands-On Projects/Challenge Labs have been identified as those that students can do using virtual machines rather than physical machines. 

Hands-On Project 1-1

Hands-On Project 1-2

Hands-On Project 1-3

Hands-On Project 1-4

Hands-On Project 1-5


